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LAB 0.

In this lab we are going to send an email using Outlook Web Access. This email will be restored

later.

We will also configure Message Tracking for use later.

We are not going to enable message tracking so messages will be logged.
On the
desktop of
the VM
launch Admin
“Admin Consale, msc
Console”
Tﬂl console - [Console Root'Lab {Exchange)'Servers' LAB-SOURCE
Bﬁ File  Action  Yew Favaorites  Window  Help
o | BE )R EFRB| 2
N o] [ Mame
i - 4 Internet Information Service: I.EQUEUEE
Expand @ Event Yiewer (Local) i2WFirst: Storage Group
“LAB =42 Lab (Exchange) [ Protocals
(Exchange)” [+-{4 Global Settings
[+-{ 4 Recipients
Expand =1 Servers
=
Servers El Quel Skart Mailbox Management Process
Right click E”j First | piew ,
L on BN ) Tasks b
LAB- . @ =
SOURCE” B0 Prote Miew »
-3 Connectars Mews Window From Here
Select -4 Tools
Properties. F103 Folders R L e o
4% Message Trackin e
EEI--FJ Inkernet Informa Copy
1] Refresh
| Expart List., .
Properties
Help
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LAB-SOURLCE Properkies

Diagnostics Logaging I Public Folder R eferrals I Dretailz I Directary Access
RPC-HTTF | Policies I Security I Full-Text Indexing I b anitaring

21

General Locales I b ailbox b anagement
Check the
boxes for |j L&B-50URCE
“Enable )
Subject
Logging and YWerzion 6.5 [Build 7633.2: Service Pack 2]
Display” ¥ Enable subject logging and dizplay
“Enable V¥ Enable message hacking
message ¥ Bemove log files
traCkmg Femove files alder than [days]: Iﬂ
“Remove Log file directany:
Log Files” IE:HPngram Files\E nchsrersLAB-SOURCE log Change |
Set it to 45 [ Thisis a front-end server
days Clientz cannect here, and commands are relayed to a back-end
SEMVEL
Click OK. [ Automatically zend fatal service emror information to Microsaft.
] 4 I Cancel Apply Help
Open OOl =} http://lab-source fexchange - Microsoft =10 x|
Internet Fle Edit  Miew  Favarites  Tools  Help | ..’
Explorer and | |- ——— _ _ =
goto @ Back = 1 - Iﬂ E‘] ol | o Search ¢ Favorites  £50 | PR | =
Local- Address :;E:E http: fflab-source/exchange j 50 | Links #
Source/ =
Exchange Error: Access iz Demed.
Connect to lab-sourceLab.Local x|
When ,
prompted ﬁN
enter ﬂl o
Administrator
Zonnecting to lab-source. Lab. Local
User name: | € administrator 5] J
Passiword: I YT
[ Remember my password
(8] 4 I Cancel ;I
] 4
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Click on
“NeW”

_Enter VECT N ] hitp://lab-source - Untitled -- Message - Microsoft Interne - 10| x|
;:?eldthe To {—Send H = NIz ? lm E,/ f 4 23 Dptiu:uns...| &) Help
To... | Userl
Bre...
Subjeck: This Message Wil be Deleted
Attachrments: |
[rormal =] A |Arial -l A B I U== = := i= &
This iz a Test|

|@ Cione I_ I_ I_ I_ I_ |0 Trusted sikes 4
Give
message a
Creative
Subject
Also  Enter
“User2” in
the “To”
field.
Also  Enter
“User3” in
the “To”
field.
Enter a
Message
body if you
want
Click Send
Now
Minimize
OWA.
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LAB 1. Components of Exchange

In this lab we will learn what the different components are of an Exchange Information Store and

how to back them up and restore them.

Browse to & C:'.Program Files'Exchsrvr',MDEDATA I ]

C:\program _ = :

files File Edit “iew Favorites Tools Help .','

\Exchsrvr Qeack ~ o3 - (¥ | ! Search Folders | & (& ) | -

\MDBDATA Address |2 C:\Program Files\Exchsrer\MDEDATA j G0
Mame = | Size | Type | Drate Modified | Attributes |
lj:_IEIZIIIIchIc; @KE Recovered File Frag... 6f3/2006 6:01 PM A
I‘EJ EOD.log 5,120KE  Text Document 632006 6:51 PM A
B 5,120KE  Text Document 6/3/2006 5:47 PM A
privl.edb 5,080 KE EDE File &/3/2006 6:51 PM A
privl.stm 2,056 KB STM File &/3/2006 6:51 PM A
publ.edb 5,080 KE EDE File &/3/2006 6:51 PM A
publ.stm 2,056 KB STM File &/3/2006 6:51 PM A
E] res1.log 5,120 KE  Text Document B[32006 3:18 PM 1}
I‘EJ resz.log 5,120KE  Text Document 6f3/2006 315 PM A
tmp.edh 1,032 KE EDE File &/3/2006 6:51 PM A

In this | *.chk

directory are | *.log

4  different | *.edb

types of files | *.stm

*.EDB and
*STM

EDB — Normal Mail Content
STM - Streaming Media. Keeps Internet Mime content in here.

Each Exchange database is made up of these two files. There are two databases.
B Private Information Store (Mailbox Database) (Priv1.*)
B Public Information Store (Public Folders) (Publ.*)

These files automatically grow but do not shrink unless you compress them. Event ID
1221 will tell you how much space you will get back by compressing them

*LOG

Everything written to the Exchange Database is also written to a log file for performance
and recovery purposes. (explain this more later)

As data comes into an Exchange Server it is written to the Log file first and then when
there is a period of low system usage it writes the data into the Exchange Database.

*.CHK

This stores which log file information has been written into the database.
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Now we are
going to
send a lot of
email to the
server and
see how the
files change
size.

We are | On the desktop double click on the icon “Send 10MB”

going to

send 10

MBs of email

to the

server.

When the | Open up the directory: Browse to C:\programs Files\Exchsrvr\MDBDATA

Executable

finishes.. Compare the picture above the directory now. What has changed?

Now we are going to backup Exchange

Browse to & C:'.Program Files'Exchsryr,MDBDATA =10l:

;ﬁggrograms File Edit ‘iew Favoribes Tools  Help .',’

\Exchsrvr (JBack = ) - T | ' Search | Folders | B ) | -

\MDBDATA Address || 0) C:\Program Files\Exchsryr|MDBDATS j 50
Mame = | Sizel Type | Date Modified | .ﬁ.ttril:uutesl
.E:IEDD-:hk S KE Recovered File Frag... 632006 5:55 PM &
|§_°°] EOD.log 5,120 KB Text Document 6712006 622 PM 8
£] E0000001.log 5,120 KB Text Document &/3/2006 5:47 PM A
[£] Enonnonz.log 5,120 KB  Text Document B/:3/2006 5:49 PM A
£] E0O00003.log 5,120 KE  Text Document &/3/2006 5:49 PM A
privl.edb 3,080 KB EDE File B/7/2006 6:22 PM B
privl.stm 14,344 KB STMFile &{7/2006 6:22 PM A
publ.edb 3,080 KB EDE File B/7/2006 6:22 PM B
publ.stm 2,056 KB STMFile 6/7/2006 6:22 PM A
E] resl.log 5,120 KB Text Document 632006 3:15 PM 1}
E,] resz.log 5,120 KB Text Document 632006 3:15 PM A
tmp.edb 1,032 KE ECE File &/7/2008 £:22 PM A

Notice the

existence of

the log files

Launch NT | Start, All Programs, Accessories, System Tools

Backup

LightSys Technologiy Services, Inc Page 9
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Backup or Restore Wizard x|

Welcome to the Backup or

@ Restore Wizard
00 B

Thiz wizard helpz you back up or restore the filez and
zettings on your complber.

[f wou prefer, you can switch to Advanced Mode ta change the
zettings uzed for backup or restare. Thiz option i recommended
for advanced users only.

W ifhways start in wizard mode

To continue, click Mest.

¢ Back I Hest > I Caricel |

Backup or Restore Wizard X

Backup or Restore
Y'ou can back up files and settings, or restore them from a previous backup.
=

Wwhat da you want ko do’?

* Back upfiles and settings

™ Restore filez and settings

< Back I Mest = I Cancel

LightSys Technologiy Services, Inc
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Backup or Restore Wizard

Wwhat to Back Up
You can specify the items vou want bo back up.

YWhat do you want to back up’?

= Al information on this computer

Inciudes all data on this computer, and creates a system recovery dizk that
zah be uszed to restore \Windows in the caze of a major Failure.

iy Let me choose what to back up

¢ Back I MHest > I Cancel |

Backup or Restore Wizard

Items to Back Up
Y'ou can back up any combination of drives, folders, or files.

X

=

D Diouble-chick an tem on the left to zee itz contents on the nght. Then select the
LE% i box nest bo ang drive, folder, or file that you want to back up.

check

Itemsz to back up:
= |:| &30 I ame | C
D Fé ty Compuiter & j by Computer
- My Documents O (L) My Documents
=3 % Microsoft Exchange Server ] @ Microsoft Exchang...
ED @ L'&'B-S_DUHEE ) & "_J My Metwork Places
E [ﬁ‘ Microsoft | nformation Stare
-] % My Netwark Places
ol | i
< Back I MHest » I Cancel |

Page 11
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Backup or Restore Wizard

Backup Type, Destination, and Hame
Your files and zettings are stored in the destination you specify.

Select the backup type;
| File

Choose a place o save your backup:

ILet me chooze a location not lizted here...

Type a name for thiz backup:

IEackup

¢ Back | Hest > | Cancel |

Save in: Iﬂ ky Documents j J _? 3 '

i

by Documents

o
a

ty Computer

File name:

Save az type:

I B ackup. bk

| Backup Files [ bkf)

[
=

Save

Cancel |
FA
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Backup or Restore Wizard x|

Backup Type. Destination, and Mame
Y'our files and settings are stored in the destination you specify.
=N

Select the backup pe:
[File =]
Choose a place to save your backup:

IE:"-.D acuments and SettingzsAdministratorskdy Dn:n::uments'xj Browse. .. |

Tupe a name For thiz backup:

IE schangel atabazed

< Back I Mest > I Cancel |

Backup or Restore Wizard X|

Completing the Backup or

@ Restore Wizard
] o B

You have created the following backup settings:

Mame: oMy DocumentshE schangel atabases. bl f
Descrption:  Set created 6/7/2006 at 65:28 PM
Contents: Selected files and folders

Lacatian: File

To cloze thig wizard and start the backup, click Finizh.,

To gpecify additional backup options,
click Advanced. fdvanced. . |

¢ Back Cancel

LightSys Technologiy Services, Inc
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Backup Progress |
The backup iz complete.
To zee detailed information, click Bepart, ﬂl
Dirive: IL.-“-‘-.B-SEILIHEE"-.Micr-:usnft Infarmation StorehFirst
Label IE:-:::hangeD atabagzes bkf created 64742006 at 6
Shatus: IEDmpIeted
Elapzed:
Tirme: I 54 zec.
Froceszed:
Files: I 5
Bytes: | 28,353 326
& C:'.Program Files'ExchsrvrMDBDATA - | I:I|_
File Edit ‘Wiew Favorites Tools Help .1.'
(JBack ~ | - T | ' Search | Folders | & 3 X ) | [
Address || C:\Program Files|Exchsrer\MDBDATA j (a0
Mame = | Size | Tvpe | Date Modified | Attributes |
é‘]EDDchk GKE Recovered File Frag... 6/3/2006 855 PM i
privl . edb 5,080 KE  EDE File 6/712006 6:22 PM &4
privl . stm 14,544 KE  STMFile 6/712006 6:22 PM &
publ.edb 3,080 KB EDE File 6/712006 6:22 PM &
pub1.stm 2,056 KE STMFile 6712006 6:22 PM &
Ej res1.log 5,120 KE  Text Document 6/3/2006 3:18 PM A
Ej resz,log 5,120 KB Text Document: 6/3/2006 318 PM A
tmp. edb 1,052 KE EDE File 6/712006 6:22 PM &
[Z] Ennonn04.log 5,120KE  Text Dacument 6/712006 6:30 PM &4
E’] EQOEmp. log 1,024 KB Text Document 67 (2006 630 PM A
Ej EOD.log 5,120 KB Text Document 67 2006 &30 PM A
LightSys Technologiy Services, Inc Page 14
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LAB 2. Restoring Exchange

Now we Are Going to Restore All of Exchange database.

In this section we are going to create an email and send it to one of the users.

We are going to simulate an emergency by deleting the databases but not the log files. (It is

assumed you keep the log files on a different Physical Partition.)
The we will open up a users mailbox and see the mail i is still there.

Open up ahttp {/lab-source fexchange - Microsoft Internet Explarer

=10l x|

Internet

Fle Edit  Miew  Favarites Tools - Help
Explorer

| &7

and goto DBack = ) - %] 2] | search Favorites £ (0 o [

Local- Address :é:i http:/flab-sourcefexchange

j 50 | Links **

Source/
Exchange

Error: Access 1z Demed.
Connect to lab-source.lLab.Local
When &—313

prompted i

Zonnecting ko lab-source. Lab. Local

Passiword: quuu

™ Remember my password

2| %]

enter User2 “11 "\ -

User name: | € administrator 5] J

K I Zancel

=

a

Find
message in
inbox and
do a reply
to all.

Add
something
to the body
so you will
recognize
the
message
later.

Click Send

Now close
OWA.

LightSys Technologiy Services, Inc
ICCM-2006-Exchange 2003 Troubleshooting.doc

Page 15



Now we are going to delete the Exchange Databases.

Open the
Admin Console

Expand L] Computer Management =10l x|

Computer " Q File  Action  Wiew Window  Help |;|i|5|
Managenet.
& -P|||@| L B
EXpand ------ ,. Device Manager ;I Mame / | Description | Status |;|
“Services and El @ Storage %Lugical Disk Manager Administrative Service  Configures. ..
applications” - @) Removable Storage 8 Messenger Transmits ...
B Disk Defragmenter & Microsaft Exchange Event Monitors Fa. .,
Expand ' e Disk Management 8 Microsoft Exchange IMAP4 Provides In... -
“Services” E‘ Bﬁ Services and Applications ange Information Stare Manages ...  Started
B 8 JEEpuonY %Mlcmsuft Exchange Management ProvidesE...  Started
Click on % ?’:r:l\;":ce;ntrnl %Micmsuft Exchange MTA Stacks Provides Mi,,, Started
“Standard” . . %Micmsuft Exchange POP3 Provides P...
g Indexing Service
DhS %Micmsuft Exchange Routing Engine Provides bo,..  Started -
Click on g Internst Information Ser|=| ml . | _’I—I
“Microsoft ‘l | _I_ Extended # Standard £
Exchange |
Information
Store”
Right click and
choose “Stop”
Explore to | (We are going to make a flat file backup of Exchange databases at this time)

C:\Program
Files\ Exchsrvr\ | Right click on “MDBDATA” and choose “Edit” “Copy”
Now chose “Edit” “Paste”

It will create a folder called “Copy of MDBDATA”

HARD DISK | (Note this simulates a failure when you have the log files and database on separate physical
FAILURE partitions.)

LightSys Technologiy Services, Inc Page 16
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Explore LCMM & ' Program Files',Exchsrvr,MDBDATA o =]
C:\Program .
Files\ Exchsrvr\ File Edit Wiew Fawvorites Tools  Help -.1‘
MDBDATA L Back = £ - I | o+~ Search Folders | By [ x Kj | |E|v
Delete the #ddress | C:\Program Files\Exchsrvr MDBEDAT 4 j a 30
following files Name ~ | Size | Type | Date Modified | attributes
Privl.edb % En.chk KB Recovered File Frag.., 6/9/2006 12:25 PM A
Privl.stm [Z] E0D.log 5,120KE  Text Document £/9/2006 12:25 PM A
Publ.edb 4] E,120KE Text Document /72006 11:10 PM A
Publ.stm privi.e 4,104 KB EDE File 6/9/2006 12:25 PM A
Temp.edb privl . stm 16,392 KE 5TM File &/9/2006 12:25 PM A
pub1.edb 5,080 KE  EDE File 6/9/2006 12:25 PM £
publ . stm 2,056 KE  STM File &/9/2006 12:25 PM &
E’] resl.log 5,120 KB Text Docurment 632006 315 PM i
E] resz.log 5,120 KB Text Docurment B)3/2006 3115 PM i
trp.edb 1,032 KE EDE File £/9/2006 12:25 PM A
LUSESAVAE R | & - Program Files',ExchsryrMDBDATA -1O
I(?)I:)ekci[il.;;y will File Edit Miew Favarites  Tools  Help 1
When you are (PBack ~ £ - (¥ | ! Search Folders | o i X ) | [w
done. Address | C:\Program Files\ExchsryriMDEDATA = Eds
Mame = | Size | Type | Date Modified | Akkribute:
.i;l EQQ, chi, 8KE Recovered File Frag... 6/9/2006 12:49 PM A
5,120 KB Text Docurment B/ 2006 12:49 PM I
5,120 KE  Text Document 6/7/2006 11:10 PM b
5,120 KE  Text Document 6/3/2006 3:18 PM A
5,120 KB Text Document: 6/3/2006 318 PM A
Go back to the
“Admin
Console”
Expand EIQ CDmEtn;r-r:"i.;nagement (Local) Sy Event Log Enables ev... Started Aukarnatic Local Syskem
“Computer -, System Tools %File Replication Ser...  Allows files, .,  Started Automatic Local Syskem
Managenet.” __ Storage %Help and Support Enables He... Started Automatic Local Syskem
) =5 Services and Applications %HTTP 551 This servic,,,  Started Manual Local Syskem
Expand 8 Telephory %Human I.nterFau.:e 0... Enables get. . Dlsal:uleu:l. Local Syskem
" . %HS fdmin Service Enables thi...  Started fukomatic Local System
SGI’YICGIS and = WM Conkrol %IMHPI ZD-Burning ... Manages C... Disabled Local Syskem
appllcatlons” g Indexing Service %Indexing Service Indexes co... Disabled Local Syskem
& DN %Intersite Messaging  Enables me... Started Automatic Local System
EXpar_]d - %79 Inkernet Information Services (1 %IPSEC Services Provides ..,  Skarted Aukarnatic Local Syskem
“Services” EEI--@ Ewent Yiewer (Local) %Kerberns kKey Distri... Ondomain... Starked Aukomatic Local Svskem
tH-#23 Lab (Exchange) %License Logaging Manitars a... Disabled Metwork 5.,
Click on | i’ Message Tracking Center %Lugical Cisk Manager Detects an...  Starked Aukarnatic Lacal Syskem
“Standard” EEI--P_IQ LIS e I R BT %Lugical Disk Manag... Configures. .. Manual Local Syskem
%Messenger Transmits ... Disabled Local Syskem
Click on %Micmsuft Exchange... Manitors Fa. .. Manual Local System
“Microsoft %Micmsuft Exchange... Provides In... Disabled Lacal Svstem
Exchange %Micmsuft Exchange... Managest... Aukomatic Local Syskem
Information -
LightSys Technologiy Services, Inc Page 17
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Store”

Right click and
choose “Start”

On the desktop

Storage Group”

Right click on it
and delete it.

Expand “First
Storage Group”

You will notice
the two
databases are
not mounted.

#-{3 Global Settings

,__-l Recipients

L——_I,__-l Servers

= LAE-SOURCE
----- 1 E Queles

=~ f_j Firsk Storage Group

,____-l Protocols
[#-{_d Connectors

L5 Tanls

Mailbox: Skore (LAB-S
: [+-t52 Public Folder Skare (L
-- f_j Recovery Storage Group

of the VM
launch “Admin
Console”
Expand “LAB
(Exchange)”
':m console - [Console Root'Lab {Exchange)'Servers' LABE-SOURCE" First 5
Expand . . . . .
Fil=  Action  Wiew  Favoribes  Window  Hel
Servers i & e ates = Help
Right click on « = BaEXFnE @
LAB- ” : '"; DM3 ﬂ Marme |
SOURCE i - 4 Internet Information Service: [{ileaill:u:nx Store (LAB-SOURCE)
, @ Event Viewer (Local) (F@Public Folder Store (LAB-SCU. .
If there is a =-4%5 Lab (Exchange)
“Recovery '

Launch NT

Backup

Start, All Programs, Accessories, System Tools

LightSys Technologiy Services, Inc
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Backup or Restore Wizard x|

Welcome to the Backup or
Restore Wizard

Thiz wizard helpz you back up or restore the filez and
zettings on your complber.

[f wou prefer, you can switch to Advanced Mode ta change the
zettings uzed for backup or restare. Thiz option i recommended
for advanced users only.

Click Next

W ifhways start in wizard mode

To continue, click Mest.

¢ Back I Hest > I Caricel

Select “Restore

Files and
Settings” and
Next
x
What to Restore
ou can regtore any combination of drives, folders, or files. @
. °
Expand File-
ExchangeDat... iy Double click an itern on the left to see itz contents. Then select the
9 IEED check box next to any drive, folder, or file that you want to restore.
"""" ' Browse... '
Expand [tems to reshare:; - I
Lab-Sourc... B 1 File M ame | Size |
=[] & ExchangeDatabazes. ELog Files | I
Then on the BB () LAB-SOURCE'M | &) () Mailbos Store (L. !
right hand side O (&3 Public Folder Stor...
select: :
“Log Files” :
And :
“Mailbox Store” :
I
Click Next. N I | KN | .
I
I
< Back I Mext » I Cancel | |
I

LightSys Technologiy Services, Inc Page 19
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x
Restore Databaze Server
Specify how to restore the selected backup of the databasze store. @
s
Chooze the database server where data will be restored, and
zelect the desired restare optiohz.
Select “Last Backup From:  L&B-S0URCEMicrosoft Infomnation StoreFirst Starage Group
Restore Set” et T
and extore To:
“Mount IL.&B-SEILIHEE Browse... |
Database After
Restore”
Temporany location for log and patch files:
Click “Next” Iu::'xtemp
¥ Last Restore Set [Log file replay will start after this restore complates. |
¥ Mount Database After Festare
< Back I Hest > I Cancel |
Backup or Restore Wizard X
Completing the Backup or
@ Restore Wizard
= e
Y'ou have created the following restaore settings:
Restore from: - ExchangeD atabazes bkl created B/7 /2006
Type: File
Then Click A . Original locati
“Einish” eztore ta: nginal lacations
Existing files: Do not replace
To cloze thiz wizard and start the restore, click Finish.
To specify additional restore options,
chck Advanced. Advanced... |
< Back Cancel |
Now we are going to look at the directory while the restore occurs.
LightSys Technologiy Services, Inc Page 20
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=10,

& C:'.Program Files\Exchsr¥rMDBDATA
Fi

e Edit Wiew

Favorites  Tools  Help

.;,r

Explore to -
C:\Program QBack » ) - (T | Psearch [SFolders | & 3 X B | -
Files\ Exchsrvn\ Address | ) c:\Program Files\Exchsrr MDEDATA | B so
MDBDATA : — :
Mame = | Size | Type | Drate Modified | .ﬁ.ttrll:uutes|
. ECO, chik, G kKE Recovered File Frag 62006 12:49 PM &
This is what the Seoo, '
director E]_EDEIJDI;I 5,120 KB  Text Documnent 692006 12:49 PM A
looked Iilge E]: 5,120KE  Text Dacument &/7/2006 11:10 PM A
before the = 5,120 KB Text Document 6312006 3118 PM A
restore ) 5,120 KE  Text Document 6312006 3118 FM A
Compare the
above picture
to what it looks
like now.
LightSys Technologiy Services, Inc Page 21
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LAB 3. Exchange Best Practice Analyzer

In this lab we will use the Exchange Best practice analyzer to look at the Exchange environment and
look for problems.

I am going to assume you can download it from Microsoft’s site and install it.

Command Prompk @) Help and Suppart

EEE Backup B2 Windows Catalog

4 windows Update

L h th b windows Updat (7] Accessories 2
aunch the - -
: Skartu k Additional Resources
Exchange Best @ d a EI
Practice ~ o SYStEm MANAte &y Irternet Explarer 7] Deployment 3
Analyzer. Outlook Express h__l| Bckive Directory Users and Computers

Microsoft Exchange ﬂ’ Best Practices Analyzer Tool

e
Ll
L_; Remoke Assistance '55 Swskem Manager
]

All Programs

M) Administrative Tools  » |

Log OFF E Shuk Down

distart | G & |

Updates and Customer Feedback

Normally we
select check for The following optiong contral whether thiz tool will automatically check the ‘web for a newer verzion of t
updates but the toal upon startup, Leave thiz enabled unless you are having repeated connection difficulties ar are

nebwork. [f thiz iz dizabled, vou can still check for updates on demand using the "Updates and Custome

we will not do it the left pane, or you can manually inztall updatez. Instuctions for manually instaling updates can be fou

now.

Select “Do not {* Check for updates on startup [recommended)

Check...” = Do not check for updates on startup

ﬂ] Check for updates now

And “Go to
Welcome kd GotaWelcome screen
Screen”
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Click “Select
Options for a
new scan”

Welcome to the Exchange Server Best Practices
Analyzer

Thiz tool will examine a single Exchange zerver, all zervers in an Adminiztration Group, or all servers ina deployment.
Configuration information will then be gathered and examined from several zources [for example, Active Directory, W
reqiztry, and the metabase] and verified for correctness.

YWw'hen the gathenng and analysis process iz complete, a lizt of izsues will be prezented, arranged by sewenty. For eac
the tool provides descriptions of what the prablem iz and how it can be figed.

“'ou can either begin a new scan at this point or examine a report of a scan aleady run,

- .
h}] Select optionz for a new scan

ﬂ] Select a Best Practices scan to wview

Select
“Connect to the
active ...”

Connect to Active Directory

The Exchange Server Best Practices Analyzer must have read access bo Active Directory. By default the ool will uze the
currently logged-on account, and will automatically find and connect to a suitable global catalog zerver. The account tha
you are logged on with will alzo need administrator or equivalent access to each Exchange server.

[f you are running the Exchange Server Best Practices Analyzer in a different domain ar want b specify a different global
catalog server for the toal to connect to, enter the fully qualified domain name [FEADM] of the global catalog server here:

Active Directon Semver:

To min the Exchange Server Best Practices Analyzer under different accountz, click "'Show advanced lagin options. "

¥ Show advanced login options

ﬂ] Connect to the Active Directon server
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Enter a name
for this scan.

Start a New Best Practices scan

Enter an identitying label for this scan;

Specify the zcope for this zcan:

= A%y Lab
= @ Firzt Adriniztrative Group
|3 LAB-SOURCE

[ICCM-HealthCheck

Surmmary:

Scope iz zet to 1 server(z], 1 administration group(z). and
the arganization.

Scroll down
and click “Start
Scanning” k4l Select al
ﬂ] nzelect all
Select the type of szan bo perform: ~Health Check options:
f* Health Check [T Perfarmance Bazeline [2 hours)
= Permizzsion Stucture Check
" Connechivity Test
™ Bazeline
Scanning Completed
Scanning has completed successfully.
ﬂ] Wiew a report of thiz Best Practices scan
Click “View a 5 : .
N BIVET SCANNING SUMMATY:;
report...

Total zervers: 1 completed

First Administrative Group
|§ LAB-S50URCE

&) Completed
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View Best Practices Report

|CCK-HealthCheck

Select Beport Type: &+ &) List Reports L DE Tree Feports " 5| Other Reports
This shows the
critical alerts in

the Critical Issues  2items)
organization.

{ .-’-'-.Illssuesl Nu:un-DefauItSettingsI Recent Ehangesl Baselinel |nfarmational ltems

=4 Print repart @ E xport report ,O Fird Arrange by: IEIass j

Click one of the

alerts for more
information.

E Organization: Lab
E Admin Group: First Administrative Group

B Server: LAB-SOURCE

@ WYiware detected Server LA

@ Databaze backup critical Server LA

After you have
read the
information
click “all
Issues”

View Best Practices Report

|CCH-HealthCheck

Select Beport Type: oy ‘gj List Reports O DE Tree Reports [ d Other Reports

Critical lzzues  All lzzues |Nnn-DefauIt5&ttings| Fecent Ehangesl Easelinel Informational [kerms

All Issues  [12iems

=4 PFrint repart @ E xpart repart ,O Find Arrange by IEIass j
Click on one of ; .
the alerts and lo Inteligent Message Filker recommendation =
read what it E Organization: Lab
says.
_:'}, RIS appears to be stalled Crganization: Lab
_:'}, RUS appears to be stalled Organization: Lab
E Admin Group: First Administrative Group -
B Server: LAB-50URCE
@ YWidware detected Server L.
@ Databaze backup critical Server L.
W TR AT malmeme miemm oeimaimiin = (ST | .—1
The Exchange Best practice analyzer is a great tool to look at your exchange environment. You can
also do baselines.
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LAB 4: Troubleshooting

In this lab we will use the Message Tracking to follow messages to see where they pass through the

system.
':m console - [Console RootMessage Tracking Center] - IEllil
lﬁ] File  Action Mjew Fawvorites  Window  Help | - |E’|£|
& = | | 2
D Console Rook .
ﬁ Active Directory Sites and Services [lab- Message ID: I Find How I
- -.? Active Directory Users and Computers [|
Computer Managerment: (Local) S | I Stop |
.. Event Viewer (Local) E— | I e |
Message -7 Lab (Exchange)
; R =>sa0= Tracking Center Recipients. .. Help
TraCklng ?g Internet Information Services {I15) Man: | I |
Logged Between | & 9/2006 j|12:nn:un am =
and | &/ 912006 j| STH0PM Q
Origination Time I Sender I Subject
Select the server(s) to search for this message x|
Select thiz object type;
ILlsers aor Other objects Object Types... |
Enter “Lab” and From thiz location:
click “Check IEntire Directarny Locations... |
Name”
Enter the object names to zelect [examples]:
Click “OK” LaH Check Mames |
Advanced... | ] I Cancel |
P
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Message ID: I Fird Fos I
Sender... | | Sham |
Server. .. | I lab-source.lab.local Mew Search |
Recipients. ., | | Help |
Click “Find ¢
Now” Logged Between | 6/ 9j2008  v|[1z0000Am =
and | 6/ 9/2006 j| SiTH0PM <
Crigination Time | Sender I Subiject
Message ID: I Find [ow
Sender. .. | I Stop
SEFVEL. .. | I lab-source.lab, local Mew Search
Recipients. .. | | Help
; Logged Between '00: ="
Double click on aged Between | &/ 9f2006  v|[12:00:00 A0
a message. 7 =" Q
g gru:l| &/ 9/2006 j| S:740PM =
Jrigination Time | Sender | Subject
E 5 1012 PM Idser] I need an Extra Day
WZO0G 113 PM serl
WZ006 1:05 PM Userli@Lab,Local Weill Skay in Quele

SMTP Protocol Log.
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Extra Items

Section 1 Using Recovery Storage Groups to recover an individual message.

restrictions for this are very specific.)

SKIP down to Page 28. START HERE!!!

(Warning the

Open the
Admin console
from the
desktop.
Minimize OWA
On the desktop
Launch “Admin
Console.MSC”
Expand ~ “Lab =101x|
(EXChange) [%] File  Action Wew Favorites Window  Help ;Iilﬂ
Expand = W B =@
Servers =T Name i
Active Directary Sikes and Services [lab- @,ﬁ,ctive Directory Sites and Service. .,
Expand " Active Direckory Users and Computers [| @.ﬁ.ctive Directory Users and Compu. .,
Lab-Source Compuker Management (Local) QCnmputer Management (Locall
-- Event Viewer (Local) Event viewer (Local)
|_'—_|--i Lab (Exchange) \ijaI:u (Exchange)
j E!:Epa:;iztmgs "2 Message Tracking Center
i f’fg Internet Information Services (115..,
{3 Servers
B LAB-SOURCE
----- 1 E Queles
= First Skorage Group
,__-| Protacols
[F-_d Connectors
{3 Tools
[+-{_J Folders
H-i% Message Tracking Center
EEI--EQ Internet Information Services (115) Man:
< | i
|
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Right Click on
Server name

and Chose
“‘New” =
“Recovery

Storage Group”

=03 Servers
&3 _
. o Stark Mailbox Management Process
1

e
-2 Fi

Skorage Group...

H-CE P oAl Tasks P Recovery Storage Group...
#-{3 Connecta .
-3 Tools Views g
-3 Folders Mewvs Window From Here
i % Message Trac Mew Taskpad Yiew
-y nternet Infor -
Cut
ates a new object i Copy
Refresh

Expork List. ..

Properties

Help

Accept the
Defaults and
select “OK”

Recovery Storage Group Properties ﬂﬂ

General | Dretails |

Tranzaction log location;
IE:HPngram Files\E scherver R ecoven Storage Group Browse. ..

System path location:

II::"uF'rl:ngram Files\E mcherers R ecoven Storage Group Browse... |

Log file prefis:

[T | Zero out deleted database pages

™| Enable circulan logging

(] I Cancel Apply Help
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Right Click on
“Recovery
Storage Group”
and select “Add
Database to
Recover”

5 LAB-SOURCE
----- 1 E QuUEUES
f_j First Storage Group
,__,-| Protocols

Ga Cu:unn-ectnrs fdd Dakabase ko Recover. ..
[ Tools Visw b
[ Folders

e Window from Here

Message Tracking
: Mew Taskpad Yiew. ..

Delete
Refresh
Export List. ..

Propetties

Help

Select Mailbox
Store and click
HOKH

Select database to recover

General

Your Exchange Server is version 7638,

D atabazes from later versions of Exchange, az well az databases from
verzions of Exchange 2000 previous to SP3 will not be shown,

Search rezults:

=10 x|

Find Mo
Stap

Clear Al

ok

il
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Accept Defaults 20
and Click “OK”

General I Datal:uasel Detailsl

ﬂ M ame: bd ailbox Store [LAB-SOLRCE]

Default public store;
I..."-.L.i‘-.B-SI:ILlFII:E 4Firgt Storage GrouphPublic Folder Stor Browse...

Dffline addresz list:
IDefauIt Offline Address List Browze, .

i)

[T Archive allmeszages sent on received by mailboxes o this store

:

I Browse...

¥ | Clients support SAAIME signatures

™| Dizplay plain test messages in a fixed sized font

| F, I Cancel | Spply | Help

Launch NT | Start, All Programs, Accessories, System Tools
Backup
Click Next Backup or Restore Wizard x|

Welcome to the Backup or

@ Restore Wizard
L 0 B

Thiz wizard helps you back up or restore the filez and
zetlings on your computer.

[f wou prefer, you can switch to Advanced Mode to change the
zetlings uzed for backup or restare. Thiz option iz recommended
for advanced uzers anly.

¥ iflways start in wizard mode

Tao continue, click Mext.

< Black I Mest » I Cancel

Select “Restore
Files and
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Settings” and

Next

Expand  File-
ExchangeDat...

Expand
“Lab-Sourc...”

Then on the
right hand side
select:

“Log Files”

And

“Mailbox Store”

Click Next.

Backup or Restore Wizard |

=

What to Restore
Y'ou can restore any combination of drives, folders, or files.

; ] Double click an itern on the eft to see itz contents. Then zelect the
IES i check box next to any drive, folder, or file that pou want bo restore.

........ Browse...
[terns bo restore:
= []= Fie Mame I Size |
El-[7] & Exchangelatabazes. I Log Files :

12 Mailbox Store [LA. .
O 125 Public Folder Star...

= [ LAB-SOURCEM

I | K | I

< Back I Mext » I

Cancel |

“Last
Set”

Select
Restore
and
“Mount
Database After
Restore”

Click “Next”

Backup or Restore Wizard X

=

Restore Databasze Server
Specify how to restore the selected backup of the databasze store.

Chooze the database server where data will be restared, and
zelect the desired restare optiohz.

Backup From:  LAB-SOURCEMMicrozaft [nformation StorehFirst Starage Group
Restare Tao
IL&E-SDLIHEE Browse... |

Temporary location for log and patch files:

Iu::'xtemp

¥ Last Restore Set [Log file replay will start after this restore completes. |
I¥ Mount Database After Restare

Cancel

< Back I Hest > I
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Then Click | REETTE =GR EET 3|
“Finish”

Completing the Backup or

@ Restore Wizard
o B

Y'ou have created the following restore gettings:

Restore fram:  Exchangel atabazes. bkf created 6/7 /2006
Type: File
Restore to: Original locations

Euxizting filez: Do not replace

To cloge thiz wizard and start the restore, click Finish.

To zpecify additional restare options,
click Advanced. fdvanced.. |
Cancel |

¢ Back

Restore Progress

When it is done
it will display

this message. The restare is complete.
Click Close To zee detalled information, click Repart. ﬂl
Drrive: IL&B-SDUHEE'\MichSDH Infarmation StorehFirst
Label: IEHchangeDatabases.bkf created BA7/2006 at &
Status: IEDmpIeted
Elapzed:
Timne: | 4 sec,
Processed:
File:s: I 3
Bytes: I 23089512
Setting We are about to use ExMerge to recover the mailbox. The issue is we have to have the
Permissions for | correct permissions for ExMerge to work. By default the Administrators and Domain
Exmerge Admins are “Denied” the “Send As” and “Receive As” right. We need to give this right

back so ExMerge will work.
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Go Back 10 the | i T o e T T T e o ]
“Admin
File  Action Yiew Favorites  Window  Hel = &) =
Console” T & — —— =P =18
o | EEXEEE| 2
EXpand ”Lab ,__j Global Settings ;I Mame
(Exchange) [+-{3 Recipients CdLlagons
[l Servers [ Mailboes
Expand E-[5 LAB-SOURCE
Servers - JE Queues
;_ﬂ First Skarage Group
Expand =-I3 Protocals
Lab-Source Elg_ﬂ Rgcnvery Storage Group
e =¥ ailbo:: Store (LAE-S
Expand  “First (-1_J Connectors
" =3 Tools
Storage Group ,__j Site Replication Services
. . -3 Monitoring and Status
Blght Click 01':] -§% Message Tracking Center
Mailbox Store b d Mailbo:: Recovery Center
and select -3 Folders
Properties i Message Tracking Center
EEI--E 3 Internet Information Services (115) M 4|
4| | v
Go to the | [ LR N e 2=
Security Tab. _
Generall Databasel Detail:  Security I
E:“Ck. . O,,n Group or uzer names:
Administrator’ | @ e
and in the . Adriniztrator LA
window on the €7 ANONYMOUS LOG
bottom scroll all €7 Domain Admins (LABD amain Admins]
the way to the ﬁEnterprise.ﬁ.dmins [LABME nterprize Adminz)
end. ﬁ Everyone LI
-, o AR = o .
You will notice
Add... Bemove
“Send As” and = | — |
“‘Receive  As” Permiszions for Administrator &l Dery
have an . .
. . Adminizter information stare O :I
inherited Deny. L . .
Create named properties in the information store O
This must be Wiew information store status O
overridden for Receive As
Exmerge  to Send As
work. Special Permissions O O -~
S Click For special permiszions or for advanced settings, Advanced |
:d q IC click Advanced. =
“Advanced”
| k. I Cancel Apply | Help |
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Click “Add” Advanced Security Settings for Mailbox Store (LAB-SOURCE) i
Permissions | Auditing | Dwner |
To view maore information about special permizsions, select a permizzion enty, and then click Edit.
Permizsion entries;
______ Perrmizzion Inherited From
uflowy LAB-SOURCES [LA..  Full control Parent Object 2
Dery Exchange DomainS...  Receve Az Parent Object Thiz object and subc. .
Dreny Damain Admins [LAB...  Receive fs Parent Object Thiz ohject and subc. ..
Dreny Damain Adminz [LAB...  Send A= Parent Object Thiz ohject and subc. ..
Deny Enterprize Adming [L... Receive bz Parent Object Thiz object and subc...
Dery Enterprize Adming [L...  Send bz Parent Object Thiz object and subc. .
Dreny Administrator [LABYS. . FReceive bs Parent Object Thiz ohject and subc. ..
Dreny Administrator [LABNA. . Send Az Parent Object Thiz ohject and subc. .. LI
Add... Edit... Eemowve
W Allows inherntable permiszions from the parent to propagate to thiz object and all child objects. Include
theze with entriez explicitly defined here.
Type i

“Exmerge” and
“Check Names”

NOTE!N!
Use ExMerge
instead of

Administrator

Select thiz object type:

ILlsers, Groupz, or Built-in secunity principals Ohject Types...

Frarm thig location:
ILaI:u. Local

Locations...

Enter the object names to zelect [examples]:
A drmin

Check Mamesz

iEt,

] | Cancel |

Advanced... |

B
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Select
Administrator
and “OK”

Click OK Again
to get to the
Permissions
screen again.

Multiple Names Found 2=

b ore than one object matched the name "“Admin''. Select one or more names
froori this list, or, reenter the name.

Matching names:

Scroll all the
way to the
bottom.

Select
“Receive As”
And

“Send As”

Scroll to the
top and select
“Administer
Information
Store”

Click “OK”
Twice

Obiject |

Permission Entry for Mailbox Store (LAE

I Falder
Lo
Lab.Lacal/Builtin

] I Cancel

M amne: I.-’-'-.dministratu:ur LB Adminiztratar]

2| x

Change... |

Apply ontar: IThis object, subcontainers and children objects j

Permizzions:

Al

Dery

—CTETETE T
Lizt contents
Add/remove self
Read propertiez
“Wirite properties
Delete tree
Lizt object

Receive Az
Send Az

Open mall send queus

Adrninister information store

Create named properties in the informati
View information store status

|
|
O
O
|
|
O
O
|
|

r Apply theze permizsions to objects and/ar
cohtainers within thiz container only

=

OO0O0O0O0O0000000C

—
-
—

Clear Al |
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You will notice
now there are
“Explicit”
permissions for
the “Send As”
and “Receive
As”

Click “OK”

Mailbox Store (LAB-SOURCE) Properties

Generall Databasel Details  Security |

Group or uzer names:

ﬁ Adrriniztrator [LAB Y dminiztrator)
ﬁ.ﬁ.NDNYMDUS LOGOM

ﬁ Dromain Adming [LABADomain Admins]

ﬁ Enterprize Adming [LABAE nterprize Adming)

ﬁ Everyone
-~

[ C— I T 1 L= C—

agd.. |

a

Bemove

=l
|

Permizzions for Administrator Al

Deny

|

Adrninister information store
Create named properties in the information store
Wiew information store status
Receive As

Send As

Special Permizsions

OXEE

For special permizzions or for advanced settings,
click Advanced.

OEE000

=]

B

k. Cancel Apply |

Help |

Copy ExMerge
Files to the
Exchange
Directory

To get Exmerge to run you have to copy it to the same directory where the Exchange

BIN files are located.

1. Copy the contents of C:\\ExMerge to C:\ProgramFiles\EXCHSRV\BIN

Logout of the
window

Log back in as
ExMerge
Same
password

Start ExMerge
by double
clicking on
exmerge.exe
from the BIN
directory

to C:\ProgramFiles\EXCHSRV\BIN\ExMerge.exe
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Click Next

For Time
purposes  we
are going to do
a “One Step
Procedure”

Where the data

will be
extracted and
imported in a
single step.

Usually you do
the “Two Step
Procedure”

Click Next

Procedure Selection
Pleaze select the procedure vou would like to perfarm

Microsoft Exchange Mailbox Merge Wizard

lied ||

' Extract and Import [One Step Procedure}

Thiz function will extract data from a mailbox on the source server, inta an
intermediate .PST file, and then impart the data from the .PST file into the zame

mailbox on the destination server.

The mailbox should hawe the zame container path on the destination zerver.

¥ Aiter importing data into a mailbox, delste the intermediate .PST file,

™ Extract or Impart [Two Step Procedure]
T hiz function will allow you to either:

1. Extract mezsages and falders, from server bazed mailboxes, into Perzanal Falders.

2. Import mezzages and folders from Personal Folders [[PST files] into server bazed

mailboxes.

Enter
“LAB-Source”
into the
Exchange
Server
Field

Name

Click Next.

icrosoft Exchange ™M

Source Server

Fleaze enter the name of the Microzoft Exchange server from which vou would like

to extract data

Ca

|

— Prafile information for the zource server
Microzoft Exchange Server Mame:

IL.-'B-.B Source

Dptional Infarmation
Diomain Controller [DC] M arme:

Fart Humber for LOAP quenes: [default iz 339]

If a DC iz specified, anly users
it the domain containing the
DC will be awailable. [fazter]

If a OC iz not zpecified, the
[3lobal Catalog will be quernied
fior uzers in all domainz. [slower].

T o configure the meszage selection crtena, click on Options.

To set the
Destination
Server.

Enter
“LAB-Source”
into the
Exchange
Server
Field

Name

Click Next.

Destination Server

Fleaze enter the name of the Microsaoft Exchange server into which vou would like

ko import data

icrosoft Exchange Mailbox Merge Wizard

Optionz... |

iRy

=

— Prafile information far the destination server
Microzoft Exchange Server Mame:

IL.ﬂ-.E -Source

Optianal Information
Diamain Contraller [DC] M arme;

Part Mumber for LOAP queries: [default iz 333]

If a OC iz specified, only uzers
it the domain containing the
DC will be awailable. [fazter]

[f a DC iz not zpecified, the
Global Catalog will be queried
fior ugers in all domainz. [lower].
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To 57=] S (g T=J B Microsoft Exchange Mailbox Merge YWizard

database to be
used as the

9]

Databaze Selection .
The zpecified hasz multiple private information store databaszes. Pleaze select the [ j_f

source  select databases you wizh the program to operate againzt.
“Recovery....”
. —&vailable Databazes
Click Next.
1 FIRST STORAGE GROUP/MAILED= STORE [LAB-SOURCE) Select Al
M RECOVERY STORAGE GROUP/MAILEBOR STORE [LAB-SOLRCE) —_—
Deselect Al
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